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ITCY 511  Computer and Network Security
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Principles of security; Principles of software security; Security models;
Protection and security in operating systems; Protection and security in database

systems; Network security; Vulnerabilities; Threats and protection; Privacy; Practical

cryptography; Authentication; Malware; Information assurance; Management of security
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ITCY 512  Information Security Management
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Contemporary security and information assurance issues; Security
management processes; Architecture and models of information security; Risk analysis
and management; Security planning; Analysis and safeguards; Security policies
development and administration; Contingency planning; Incidence handling and

response; Security standards and certification processes; Security Framework
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ITCY 513  Cyber Ethics and Law
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Intellectual property; Digital right management; Software patenting and
copyrights; Monopolies; Net neutrality; Digital privacy; Digital divide; Electronic voting;
Thai and international laws related to computer crime and privacy protection; Electronic
commerce; Electronic banking; Private data collection; Freedom of information;

Censorship; Codes of ethics
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ITCY 515 Research Methodology and Seminar in Cybersecurity
and Information Assurance
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Research development process and methodology; Research design and
planning; Data gathering; Data management and analysis; Research works review;
Research  proposal; Research analysis; Qualitative and quantitative research

methodology; Conclusion and Research reporting writing in cybersecurity and information

assurance; Ethics in research
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ITCY 531  System Hardening and Penetration Testing
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Security update management; File systems security management; Console
and shell access security management; System logging; System auditing; Network services
security management; Application security management; Penetration testing;

Vulnerability assessment
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ITCY 541 Digital Forensics Technologies and Techniques
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Principles of digital forensics; Hard drives and storage media; Computer
forensics in law enforcement; Process models and evidence handling; Investigation of
Windows and Unix hosts; File-systems and file analysis; Data hiding and fraud

investigation; Passwords analysis; Network forensic fundamentals; Investigating networks
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ITCY 571 Information Assurance and Risk Management
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Principle of information assurance; Information security and risk
management; Information security assessments and evaluations; 1SO27001 standard;
Business information security; Business operation security; Business continuity and
disaster recovery; Incident Response; Physical security and access control Security

policies and IT Governance; IT Audit#
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ITCY 514  Fraud Analysis and Detection
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Data analysis for fraud and anomaly detection; Forensics and security,
Forecasting and trend analysis; Data visualization and interactive dashboard design; Time series
analysis; Predictive modelling and data mining; Statistical analysis tools; Predictive fraud
detection; Multivariate outlier detection; Association rules; Social network analysis; Big data

analysis
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ITCY 534  Reverse Engineering and Vulnerability Analysis
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Methods for discovering software vulnerabilities and threats; Vulnerability
prevention; Statistical analysis and reverse engineering techniques; Fault injection; Software

code analysis
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ITCY 543  Network Forensics
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Network environment; Forensic protocol control; Network analysis; Network
forensics report; Network protocol and malware forensics; Web forensics; Email forensics;

Network intrusion detection and incident response; Mobile and wireless network forensics
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ITCY 544  Mobile Security
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Mobile system architecture; Security vulnerabilities and attacks; Vulnerabilities

in cellular networks; Mobile application security; Mobile security; Location security and

privacy; Mobile forensics; Bring Your Own Device (BYOD) security
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ITCY 545  Cloud Security
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Cloud system architecture; Cloud security wvulnerabilities and attacks;
Vulnerabilities in cloud networks; Cloud security; Virtualization system security; Virtualization
system vulnerabilities; Virtualization system attacks; Technologies for virtualization-based

security enhancement; Cloud Governance
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ITCY 562 Intrusion Detection and Prevention
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Attack categories and attackers; Threats; Problems of common computer
and network security systems; Intrusion detection and prevention models and rules;

Anomaly detection; Signature-based detection; Behavior-based detection
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ITCY 591  Special Topics in Cyber Security and Forensics
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Topics in cyber security and forensics in many aspects according to new
technologies; Recent changes and trends in cyber security and forensics; New approaches of

managing cyber security and forensics; Security planning; Performance evaluation
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ITCY 551  Application of Cryptography
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History and introduction of cryptography for information assurance; Number
theory and discrete mathematics; Symmetric cryptography; Asymmetric cryptography;
Cryptanalysis; Steganography; Quantum cryptography; Multi-key cryptographic methods;

Digital watermarking
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ITCY 552  Authentication Technology Management
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Principle of authentication; User authentication for information assurance;
Message authentication; Digital signature; Zero knowledge proof and provable security; Public
key infrastructure; Key management; Biometric authentication and applications;, User
management; Authentication management; Authentication, Authorization, and Accounting

(AAA); Identity Management (IdM)
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ITCY 553  Secure Software Design
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Principles of secure software design for information assurance; Memory
safety; Techniques and tools for vulnerability detection and defense; Security principles;

Sandboxing; isolation and least privileges; Web security; secure coding; software testing
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ITCY 573  E-Services Security Management
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Introduction to e-services systems for information assurance; E-services
security features; e-Commerce security; e-Government security; e-Banking security; e-

Hospital security; e-Business security
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ITCY 581 Incident Response Management
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Cyber security incidents and statistics; Vulnerability and risks; Cyber
warfare; Incident classification; Incident prioritization; Incident response and forensics;
Incident handling in networks and applications; Incident reporting; Incident recovery;

Economy of incident and response; Incident Response Team and Organization
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ITCY 592  Special Topics in Information Assurance
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Topics in information assurance in many aspects according to new
technologies; Recent changes and trends in information assurance; New approaches of

managing information assurance; Security planning; Performance evaluation
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ITCY 698 Thesis
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Identifying research project title; Submitting research proposal; Conducting
research study with concern of ethics; Data collection, analysis, synthesis and critics of
research results; Reporting the research results in terms of thesis; Thesis presentation;
Publishing the research results in academic printing materials or journal or presenting it in

academic conference; Ethics in dissemination of the research results
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ITCY 697 Thematic Paper
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Identifying research project title; Submitting research proposal; Conducting
research study with concern of ethics; Data collection, analysis, synthesis and critics of
research results; Reporting the research results in terms of thematic paper; Thematic

paper presentation; Ethics for presenting and writing reports
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